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Computerized System Validation
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* |CH (established in 1990)

« &7 : The International Conference on Harmonization of Technical Requirements for
the Registration of Pharmaceuticals for Human Use

BlYaRk & T ttE EFERAR
X B2 EC EFPIA
= FDA PhRMA
HZx PMDA JPMA

o KA EE : Health Canada, Swissmedic
- WA EEE 10 BRI AL - E1STFDA

« EX¥XE 5 : BIO, GSCF, IGBA

o XAEHEZE : IFPMA, WHO

- BizZE : 22 AR 44
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* PIC/S (established in 1995)
« £ H&The Pharmaceutical Inspection Co-operation Scheme

- IBA#B3E 508 & (Health Authorities) - FEFEIZ NS - TFDA 120134
1ANA -
* PIC/S GMP GuideHZ IR EIEEGMP

* PIC/S
A=Y

SEABICH NBREAE - FEETHABMMM
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THERE ARE ISSUES
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METHODS FOR INFORMATION
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Business PLM, ERP

Knowledge Process Data Access, Monitoring, Analysis and Role-specific Reporting

Research Collaboration, Registration Regulatory Compliance, Quality Management '

Management Laboratory Information Management

Environmental Health & Safety
Quality

Laboratory Execution

Execution . . Batch Record,
Lab Documentation & Collaboration Manufact. Exec

Data Historian
Data Instruments, CDS, SDMS & Warehouse

Discovery Research Development Manufacturing Market
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Removal of paper processes
Centralization of data
Consistency and accuracy
Accessibility
Reporting/Dashboards

/’rn’i'ﬁ{’ﬁ B

Accelerated transfer
Removal of latencies
Connected workflows
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Reductlon in administrative tasks
Removal of process redundancies

Review by Exception
Capacity insight
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Reduction in human error
Automated processes
Standardized procedures

Rule-dii .

&




FEREHBNMZERESR

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.



in-Pharma ‘

Technologist.com o8

Breaking News on Global Pharmaceutical Technology & Manufacturing

ance looks to stem ‘major problem’ of
data integrity

By Dan Stanton+, 18-Apr-2016
Related topics: QAMQC, APls (active pharmaceutical ingredients), Regulations, Regulatory & Safety, Globalisation

The US FDA has issued draft guidance to address the recent tormrent of data integrity problems at drug
manufacturing sites.

The US Food and Drug Administration (FDA) is hoping to reduce the problem through draft guidance issued last week to
help firms ensure data be reliable and accurate.

“FDA has increasingly obsenved cGMP violations involving data integrty during cGMP inspections,” the document says.
“Ensuring data integrity is an imporfant component of industry’s responsibifity fo ensure the safely, efficacy, and qualily of
drugs, and of FDA’s ability to protect the public health.”

Chinese APl maker £heijang Hisun Pharmaceuticals was hit with a waming last December , while a number of Indian
drugmakers — seven firms between mid-2013 and mid-2014 - have also been hit due to data integrity problems. Facilities
in Italy and the Czech Republic have also received warnings citing data integrity failings.

The guidance consists of 18 questions and answers to assist drugmakers in ensuring the quality of their data, including
how and when to limit access to the computer systems controlling data input.

Drug Shortages

Justin Neway from science-led processing optimisation firm Dassault Systémes Biovia agreed data integrity has been a
‘major probfem” for industry. .

He told delegates at [ast week's Bioproces=sIniemational Eurepean. SummihinMienna, Austria “the failure fo prepare
wriften processes mainly in foreign facilities® has helped contribute to the growth in warning letters and contributed to drug

P e
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Breaking News on Global Pharmaceutical Technology & Manufacturing

US FDA slam ese APl makers for quality
systems aqQd data issues

By Dan Stanton+, 29-Jun-2016
Related topics: Processing equipment, QAMGC, APIs (active pharmaceutical ingredients), Regulations, Ingredients

Quality system and data integrity issues have landed two Chinese APl makers with US FDA warning letters.

Shanghai Desano Chemical Pharmaceutical received a warning letter earlier this month, after inspectors from the US
Food and Drug Administration (FDA) found significant deviations from current good manufacturing practice (cGMP) at the
firm's active pharmaceutical ingredient (API) facility in Pudong District, Shanghai in May 2015.

“Your guality system does not adequately ensure the accuracy and infegrity of data fo support the safety, effectiveness,
and quality of the drugs you manufacture,” the FDA stated.

The Agency told the firm to respond by providing an investigation into the extent of the inaccuracies in data records and
reporting, and to include interviews of cument and former employees to identify the nature, scope, and root cause of data
inaccuracies.

The FDA also asked for a current risk assessment of the potential effects of the observed failures on the quality of your
drugs from Desano.

“Your assessment should include analyses of the risks to patients caused by the release of drugs affected by a lapse of
data integnty, and risks posed by ongoing operafions.”

in-Phamatechnologist.com contacted Desano for further details but did not receive a reply by the time of going to press.
Chongqging Lummy Pharmaceutical

A wamning letter was also sent to III:]-1.|'|.r APl maker Chonggin harmaceutical for deviations from cGMP seen
-dunng an FDﬂIHEDEﬂlDFI at its 'CL% grhlfala %gor idential. C&)‘al’l t!@gg}mgﬁnc., nghts reserved.
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P HARM ACO M PAS S SEARCH for Companies, AFls, Drugs, to find

yur Pharma Business Digitally

4 Created: 21 Oct 2015 @ View: 1752
Last week, while key decision makers of the pharmaceutical industry
were busy attending CPhl Madrid, the Canadian regulator — Health
Canada — and the US Food and Drug Administration (FDA) issued

compliance aleris to companies based in India, China and Taiwan.

—

Data integrity concerns uncovered in India, China and Taiwan

5

plally

| Created: 21 Oct 2015 @& View: 17

— Is week, we once again review this unprecedented wave o
proprietary & confidB@Li@lan-actionagainst pharmaceutical manufacturers, and its
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* US and virtually all industries in the whole world:

21 CFR Part 11: Electronic Records; Electronic Signatures — 88 f &C % &4
E7ES
* Taiwan and PIC/S members, virtually the whole world:

 PIC/S GMP Annex 11: Computerized Systems - B8 {E & H 4t —FR &

* PIC/S GMP Annex 15: Qualification and Validation — §& 55 B & AR &0

* The above and “All Predicate Rules”: Part 210, 211; ICH Q7, Q9;
PIC/S GMP Ch. 4, 5, 6, etc.

ITI\TI
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21 CFR Part 11

FDA Home? Medical Devices* Databases®

CFR - Code of Federal Regulations Title 21

[Code of Federal Eegulations]
[Titles 21, Volume 1]

[Bevised as of Rpril 1, 2014]
[CITE: Z1CFR11]

TITLE 21
CHAFTER I--FOQCD
DEPARTMENT OF H
SUBCHAR
FART 11ELECTRONIC RE
Subpart A--General Frovisions
Sec. 11.1 Scope.

(a) The regulaticns in this part se
considers electronic records, elact
signatures executed to electronic E
generally equivalent to paper recor
paper.

(b) This part applies to records in
modified, maintained, archived, ret

Guidance for Industry
Part 1 1. Electronic Records:
Electronic Signatures — Scope
and Application

U5 Department of Health and Human Services
Food and Drug Administration Il |
Center for Drug Evaluation and Besearch (CDEE)
Center for Bislogics Evaluation and Research {CBER)
Center for Devices and Radiological Health (CDEH)
Center for Food Safetv and Applied Nutrition (CEFSAN)



PIC/S GMP Annex 11

BRBEMMERALEAR
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PIC/S : Guide to Good Manufacturing

Practice for Medicinal Products
(Part I ~ Annexes)” <"

right

Mi8) 11 EEEL A% (COMPUTERISED SYSTEMS )

& R] (PRINCIPLE)

ARG EE B HCGMPE RS E
EREL 58 0 WL 8L — B RS
tMad  LEEH L K E s hig .

This annex applies to all forms of
computerised systems used as part of a
GMP regulated activities. A computerised
system is a set of sofrware and hardware
components which together fulfill certain
functionalities.

SEPRF Mo TR WL fer M
295 0 Ao LB IE -

The application should be validated; IT
infrastructure should be qualified.

|REIL & B F T AF 0T - R R
AL - EiEr 88 -
A B B o HE LR Y AR, I

Where a computerised system replaces a
maimal operation. there should be no
resultant decrease in product quality,
process contrel or quality assurance.
There should be no increase in the overall
risk of the process.

i (GENERAL)

1. & f&#& (Risk Management )

LRSS B RE LS
WF - B EERR & ERL &y
Bk N e P RRLE T S — 8
o BE S FLELE AR AR ahE gk
o BEHCEEL SEMEE XML g
WAL % &6 098, M i 4 »

Risk managzement should be applied
throughout the lifecycle of the
computerized system taking into account
patient safety, data integrity and product
cuality. As part of a risk management
system, decisions on the extent of
validation and data integrity controls

should be based on a justified and
documented risk assessment of the
£2024 ViR Inc., All rights reserved. computerised system.
) s F (Personnel )




PIC/S GMP Annex 1

BRBELMERALEAR
([ —2F ~ HRI)

PIC/S | Guide to Good Manufactur
Practice for Medicinal Products

(PartI ~ Annexes) """

al. Copyr

KB 15 ExiE@sts (QUALIFICATION AND VALIDATION)

B R (PRINCIPLE)

A fif B R iR SR R 6 R R - R
B W) sl R A8 L s ey G R G
o iy - oW s - 8 PICS
GMP ¥ —2paf Sty BE > &
TS R R LR Y AR
BYEaHEE: RNy WHEEEN
R4 LR o A ] 3L A R A A0 M S
A& GMP i 8K - $T B EFE LD
W M amsk - - oW amEYE
Rt EHEE - BT E A U
fb + 38 A P45 3L B O sl ok Bk & AF
HES B - 2R RS2 N E
Rk A s AR 11 $He LT
cLEgar » 4 ICH QB - Q9 - Q10 it Q11
Fir £ 3 af40 M aE B Gl MR A
41 -

cht©2024 V1R Inc., All rights reserved.

This Annex describes the principles of
gualification and validation which are
applicable to the facilities, equipment.
utilities and processes used for the
manufacture of medicinal products and
may alzo be used as supplementary
opticnal guidance for active substances
without intreduction of additional
requirements to Part I It iz 3 GMP
requirement that manufacturers contrel
the critical aspects of their particular
operations through gqualification and
validation over the life cyele of the
product and process. Any planned
changes to the facilities, equipment,
utilifies and processes, which may affect
the guality of the product, should be
formally documented and the impact on
the validated status or control strategy
assessed. Computerised systems used for
the mannfacture of medicinal products
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* What is Validation?

* Why Validate?

* Why is It Important to Validate

* Whatis included in a Risk-Based Validation?

* FDA Warning Letter Related to Computer System Validation

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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This term covers a broad range of

systems, including:
SOFTWARE OPERATING .. .
FPROCEDURES -
"ROCEDURES clinical trials data management
- laboratory information
HAEDWARE EQUIPMENT management
rrmere - automated manufacturing
COMPUTER SYSTEM CONTROLLED FUNCTION equ | pment
(Controlling System) OR PROCESS .
- automated laboratory equipment
CONPUTERISED SYSTEM - warehousing and distribution

(including other nebﬂunﬁii?;’l:gni:r;ﬁsiﬁmgmlﬂsed systems, other B b I OOd p rOCGSSI ng m a n age m e nt
- document management

systems, media, people, equipment and procedures)

o ———
Ref: GOOD PRACTICES FOR COMPUTERA%EQdSYSTg)MS Ilgz&gg%LATﬁD "GXP'' ENVIRONMENTS

etary ential pyright rightsréserve

http://www.picscheme. org/pdf/27 pi-011-3-recommendation-on-computerised-systems.pdf
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* Establishing documented evidence which provides a high degree of
assurance that a specific process will consistently produce a product
meeting its predetermined specifications and quality attributes.

 FDA Guidelines on General Principles of Process Validation, May 1987.
* Ref: http://www.fda-consultant.com/provalid.html

* FDA considers software validation to be “confirmation by
examination and provision of objective evidence that software
specifications conform to user needs and intended uses, and that the
particular requirements implemented through software can be
consistently fulfilled.”

* FDA General Principles of Software Validation, January 11, 2002
* Ref: http://www.fda.gov/Regulatorylnformation/Guidances/ucm085281.htm

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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* Failure in Medical Device Software

* The FDA's analysis of 3140 medical device recalls conducted between
1992 and 1998 reveals that 242 of them (7.7%) are attributable to
software failures.

* Software validation and other related good software engineering practices
discussed in this guidance are a principal means of avoiding such defects
and resultant recalls.

Ref: http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/ucm085281.htm
N ——

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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Computer systems are becoming more and more complex!

* System Design Challenge * Dynamic Configuration
 Data Storage Design Challenge
* Security Design * Network Connectivity Configuration
* Network Control & Monitor Design * Security Configuration

* Application Configuration
* Data Service Configuration

* Deployment Challenge
* Physical Network

 Database Server/ Application
Server

e Security
* Load Balancing

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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* In the pharmaceutical industry, there are two key reasons why
validation is extremely important:

* Regulatory Requirements

* FDAregulations mandate the need to validate. Failing a FDA audit can result in FDA
Inspectional Observations (483s) and warning letters. Failure to take corrective
action in a timely manner can result in facility shutdowns, consent decrees, and

significant financial penalties.

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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* Business Cost and Impacts

* Validation helps prevent software problems from reaching production
environments. Mission-critical software applications and processes in
the pharmaceutical industry can cause serious consequences if they
have functional or data integrity issues.

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.



Irhythm Technologies Inc

$10462 A5.25% +5.22 6M

Jul 24, 12:25:16 PM UTC-4 - USD - MASDAQ - Disclaimer
1D 5D ™M &M ¥YTD 1Y 5Y MAX v Key events
-24.38 (-20.16%)

140 May 25, 2023 - Jun 27, 2023
Volume: 306K - 358K

130
120
110
100

90 . ‘ : -
Mar 2023 May 2023 Jul 2023

Between May 25, 2023, the date of the FDA warning
letter to iRhythm, and June 27th, iRhythm stock
fell almost 25%.

Souxce: iRhythm Technologies Inc (IRTC) Stock Price
& News. https://www.google.com/finance/quote/
IRTC:NASDAQ?
sa=X&sqi=2&ved=2ahUKEwjrtfO0u36eAAxU5pIKEHWBaCM8Q3ec
FegQIIhAX&window=6M. Google Finance; 26 July 2023.
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FDA Warning Letter Related to Computer

System Validation

Sun Pharmaceutical Industries Ltd. 12/17/15

f SHARE in LINKEDIN | @ PINIT | & EMAIL | & PRINT
P
{ Department of Health and Human Services
L Public Health Service

Food and Drug Administration
Silver Spring, MD 20993

WARNING LETTER

VIA UPS

WL: 320-16-04

Warning Letter: Lack of
Audit Trails and other
deficient computerized
system controls

Your firm failed to establish appropriate controls over computers and related systems to assure that changes
in master production and control records or other records are instituted only by authorized personnel (21

CFR 211. 68(b)).

You lacked audit trails or other sufficient controls to facilitate traceability of the individuals who access each
of the programmable logic controller (PLC) levels or Man-Machine Interface (MMI) equipment. You had no
way to verify that individuals have not changed, adjusted, or modified equipment operation parameters.”

http://www.fda.gov/ICECI/EnforecementActions/Wasninglettens/2015/ucm478393.htm



http://www.fda.gov/ICECI/EnforcementActions/WarningLetters/2015/ucm478393.htm

N

FDA Warning Letter Related to Computer
System Validation

Warning Letter: No records
demonstrating the software was
validated

{ Department of Health and Human Services
. Public Health Service

Food and Drug Administration
Dallas District Office

4040 North Central Expressway
Suite 300

Dallas, Texas 75204-3128

Cardiac Designs Inc. 8/7/15

f SHARE in LINKEDIN | @ PINIT | & EMAIL | & PRINT

August 7, 2015

Ref: 2015-DAL-WL-26
WARNING LETTER

“Failure to establish and maintain design validation procedures to ensure that devices conform to defined user
needs and intended uses and shall include testing of production units under actual or simulated use conditions, as

required by 21 CFR 820.30(g). I

Proprietary & Confidential. Copyright©2024 VtR Inc., All rights reserved.
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Revised: Apr. 19, 2

This document superzedes the draft docu

General Principles
Validation; Final G
Industry and

Document issued on: Janu

Software Validation, Version 1.1,

52 1 ikamEaa S AEH!

s G mp

Gzimp
GAMP 5

& |SPE.

A Risk-Base:r
Compliant GXP Computer

Second Edition
|contains Nonbinding Recommendations

Draft ~ Not for Implementation

A Risk-Based
Approach to Testiny
of GXP Systems

Computer Software Assurance for
Production and Quality System
Software

Draft Guidance for Industry and
Food and Drug Administration Staff

DRAFT GUIDANCE

IT Infrastructure
Control and
Compliance

This draft guidance document is being distributed for comment purposes
only.

D issued on

ber 13, 2022,

P

You should submit and il ding this draft within 60 days of
publication in the Federal Rggrs!er of the notice announcing Lhe availability of the draft
guidance. Submit to https://'www. gov. Submit written
comments to the Dockets Management Staff. Food and Drug Administration, 5630 Fishers Lane,
Room 1061, (HFA-305), Rockville, MD 20852. Identify all comments with the docket number
listed in the notice of availability that publishes in the Federal Register-

For qu about this d ding CDRH- dr:vlces contact the Complmnce
and Quality Staff at 301-796-5577 or by email at CaseforQy hhs gov. For qp

about this document regarding CBER-regulated devices, contact the Office of Cumummcmon
Outreach, and Development (OCOD) at 1-800-835-4709 or 240-402-8010, or by email at
ocodi@fda hhs.gov.

TU.S. Department of Health and Human Services
Food and Drug Administration

Center for Devices and Radiological Health
Center for Biologics Evaluation and Research

U.S, FOOD & DRUG

ADMINISTRATION

s reserved.
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BIEFAENZ “Bible” (Gold Standard)

& I1SPE. G:mp

General Principles of Software G AM p 5
Validation; Final Guidance for A\ Risk-B:

Industry and FDA Staff Second Edition

Document issued on: January 11, 2002

Thi: document superzedes the draft document, " General Principles of
Software Validation, Version 1.1, dated June 9, 1997,

Proprietary & Confidential. Copy.




Validation Process & V-Model
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— SPECIFICATION

FUNCTIONAL
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SOPs and Work

Instructions Training Plan
Requirement Traceability Matrix
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and Design

priet r%lcé(ﬁggnﬂdential, Copyright©2024 V1R Inc., All rights

Specification

verifies QUALIFICATION
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, OPERATIONAL

verifies QUALIFICATION
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verifies| QUALIFICATION
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